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57 ABSTRACT

There is provided a data distribution system having a distri-
bution device for holding a data file which is a distribution
object and a plurality of user terminals, wherein each of the
user terminals obtains each of a plurality of file pieces from
any of the other user terminals or the distribution device, the
plurality of file pieces being obtained by dividing the data file,
and the plurality of file pieces obtained are assembled to
thereby obtain the data file, at least one predetermined file
piece among the plurality of file pieces is a restricted piece for
which obtaining from the other user terminals is restricted,
and the distribution device restricts distribution of the
restricted piece to each of the user terminals, based on a
predetermined condition.

7 Claims, 7 Drawing Sheets
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FIG.6
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1
DATA DISTRIBUTION SYSTEM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a data distribution system,
a user terminal, an information processing method, and an
information storage medium, in which each user terminal
obtains each of a plurality of file pieces from a distribution
device or another user terminal to thereby obtain a distribu-
tion object data file, the file pieces being obtained by dividing
the distribution object data file.

2. Description of the Related Art

Conventionally, there is known a data distribution system
in which a distribution device holds a data file of various
contents, such as sound, motion picture, and so forth, as a
distribution object, and each data file is distributed to a client
user terminal in response to a request therefrom. In recent
years, peer-to-peer type data exchange systems for exchang-
ing a data file directly between user terminals (peers) have
become available. In some of such data exchange systems, a
data file is divided into a plurality of file pieces and each file
piece is exchanged. According to such a technique, each user
terminal can obtain from different devices a plurality of file
pieces constituting a data file which the user wishes to obtain.
This makes it possible to exchange large volume data among
user terminals, while avoiding concentration of network traf-
fic to a specific distribution device or a specific user terminal.

SUMMARY OF THE INVENTION

Inthe above described system, there may be a case in which
distribution of a distribution object data file is desired to be
restricted so that a user terminal can obtain such a data file
only when a certain condition is satisfied.

The present invention has been conceived in view of the
above, and one of the objects of the present invention is to
provide a data distribution system, a user terminal, an infor-
mation processing method, and an information storage
medium capable of imposing distribution restriction on a data
file when exchanging data in units of file piece among user
terminals.

In order to attain the above described object, according to
one aspect of the present invention, there is provided a data
distribution system comprising a distribution device for hold-
ing a data file which is a distribution object and a plurality of
user terminals, wherein each of the user terminals comprises
a file piece obtaining unit for obtaining each of a plurality of
file pieces from any of the other user terminals or the distri-
bution device, the plurality of file pieces being obtained by
dividing the data file; and a file obtaining unit for assembling
the plurality of file pieces obtained to thereby obtain the data
file, at least one predetermined file piece among the plurality
of'file pieces is a restricted piece for which obtaining from the
other user terminals is restricted, and the distribution device
restricts distribution of the restricted piece to each of the user
terminals, based on a predetermined condition.

In the above described data distribution system, the distri-
bution device may restrict, as the predetermined condition,
distribution of the restricted piece before arrival of a prede-
termined disclosure date and time.

The above described data distribution system may further
comprise a file information managing device for sending file
information about the data file in response to a request from
each of the user terminals, wherein the file information
includes information specifying the restricted piece.
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In the above described data distribution system, the file
information may further include information about the pre-
determined condition, and the file piece obtaining unit may
determine whether or not the predetermined condition indi-
cated by the file information is satisfied, and upon determi-
nation that the condition is satisfied, send a request for obtain-
ing the restricted piece to the distribution device.

According to another aspect of the present invention, there
is provided a user terminal connected to a distribution device
for holding a data file which is a distribution object and to one
or more other user terminals, comprising a file piece obtain-
ing unit for obtaining each of a plurality of file pieces from
any of the other user terminals or the distribution device, the
plurality of file pieces being obtained by dividing the data file;
and a file obtaining unit for assembling the plurality of file
pieces obtained to thereby obtain the data file, wherein at least
one predetermined file piece among the plurality of file pieces
is a restricted piece for which obtaining from the other user
terminals is restricted, and for which obtaining from the dis-
tribution device is restricted based on a predetermined con-
dition.

According to still another aspect of the present invention,
there is provided an information processing method to be
carried out using a user terminal connected to a distribution
device forholding a data file which is a distribution object and
to one or more other user terminals, the method comprising a
file piece obtaining step of obtaining each of a plurality of file
pieces from any of the other user terminals or the distribution
device, the plurality of file pieces being obtained by dividing
the data file; and a file obtaining step of assembling the
plurality of file pieces obtained to thereby obtain the data file,
wherein at least one predetermined file piece among the plu-
rality of file pieces is a restricted piece for which obtaining
from the other user terminals is restricted, and for which
obtaining from the distribution device is restricted based on a
predetermined condition.

According to yet another aspect of the present invention,
there is provided a computer readable information storage
medium storing a program for causing a user terminal con-
nected to a distribution device for holding a data file which is
a distribution object and to one or more other user terminals,
to function as a file piece obtaining unit for obtaining each of
a plurality of file pieces from any of the other user terminals
or the distribution device, the plurality of file pieces being
obtained by dividing the data file; and a file obtaining unit for
assembling the plurality of file pieces obtained to thereby
obtain the data file, wherein at least one predetermined file
piece among the plurality of file pieces is a restricted piece for
which obtaining from the other user terminals is restricted,
and for which obtaining from the distribution device is
restricted based on a predetermined condition.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing an example of a system
structure of a data distribution system according to an
embodiment of the present invention system;

FIG. 2 is block diagram showing an example of a structure
of a user terminal according to this embodiment;

FIG. 3 is a diagram explaining one example of file piece
exchanging among devices in this embodiment;

FIG. 4 is a functional block diagram showing an example
of a function of the user terminal according to this embodi-
ment;

FIG. 5 is a diagram explaining an example of transferring
of'a holding file list in this embodiment;
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FIG. 6 is a diagram showing one example of file piece
exchanging among devices when a data file is subjected to
distribution restriction;

FIG. 7 is a flowchart of one example of a process to be
carried out by the data distribution system according to this
embodiment; and

FIG. 8 is a flowchart of the example of the process to be
carried out by the data distribution system according to this
embodiment.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

In the following, an embodiment of the present invention
will be described in detail with reference to the accompanying
drawings.

As shown in FIG. 1, a data distribution system 1 according
to one embodiment of the present invention comprises a con-
tent managing device 2, an authentication device 3, a terminal
managing device 4, a file information managing device 5, a
distribution control device 6, a distribution device 7, and a
user terminal 8, all of the respective devices being mutually
connected via a communication network, such as a LAN, the
Internet, and the like. The data distribution system 1 includes
a plurality of user terminals 8, which are hereinafter referred
to as user terminals 8a, 85, 8¢, and so forth. Also, the data
distribution system 1 may include a plurality of file informa-
tion managing devices 5, a plurality of distribution control
devices 6, and a plurality of distribution devices 7.

In the data distribution system 1 according to this embodi-
ment, one or more distribution devices 7 each hold a plurality
of data files which are distribution objects, and serve as a
primary distributor of the data files. In order to obtain a
desired data file, each user terminal 8 obtains each of a plu-
rality of file pieces obtained by dividing the data file from the
distribution device 7 or another user terminal 8, and
assembles the plurality of obtained file pieces to thereby
obtain the data file.

The content managing device 2, authentication device 3,
terminal managing device 4, file information managing
device 5, distribution control device 6, and distribution device
7 are each, e.g., an information processing device such as a
server computer or the like. The content managing device 2
manages information concerning a plurality of contents
which are distribution objects in the data distribution system
1, and in response to a request from a user terminal 8, provides
the user terminal 8 with information concerning the requested
content. Note that each of the plurality of contents managed
by the content managing device 2 corresponds to one or more
data files to be distributed by the distribution device 7, and the
content information provided by the content managing device
2 is used in selection by the user terminal 8 of a data file to be
obtained.

The authentication device 3 authenticates a user attempting
to obtain a data file, using the user terminal 8. Then, the
terminal managing device 4 receives alog-in request from the
user terminal 8 authenticated by the authentication device 3.
Where each user terminal 8 holds unique terminal identifica-
tion information (a signal ID), the terminal managing device
4 stores the signal ID of the user terminal 8 having made a
log-in request and information (an IP address, a port number,
and so forth) specifying a point on a network to which the user
terminal 8 is connected so as to be correlated to each other.
Upon receipt from each user terminal 8 of an address resolu-
tionrequest designating the signal ID of another user terminal
8 to which the user terminal 8 is going to connect, the terminal
managing device 4 sends information specifying a point to
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4

which the user terminal 8 identified by the designated signal
1D is connected to the user terminal 8 having sent the address
resolution request.

Note that the terminal managing device 4 may have a
function as a STUN (Simple Traversal of User Datagram
Protocol through Network Address Translators) server in
addition to the above described address resolution function.
Use of the STUN server function of the terminal managing
device 4 makes it possible for a user terminal 8 which com-
municates with an external network via a NAT (Network
Address Translator) to exchange data in a peer-to-peer man-
ner with another user terminal 8.

The file information managing device 5 stores file infor-
mation (metadata) for a data file held as a distribution object
by the distribution device 7, the file information being neces-
sary for auser terminal 8 to obtain the concerned data file. The
file information includes information (URL or the like) speci-
fying a point to which the distribution control device 6 for
controlling data file distribution is connected, the number of
file pieces constituting the data file, and a hash value of each
file piece, and so forth. In response to a file information
obtaining request from a user terminal 8, the file information
managing device 5 sends file information of the requested
data file.

For each data file subjected to distribution control, the
distribution control device 6 records provider information
designating a device from which the concerned data file can
be obtained. Specifically, provider information of each data
file includes, e.g., information (URL or the like) specifying a
point to which the distribution device 7 holding the data file is
connected and the signal IDs of user terminals 8 which have
obtained, or have started a process to obtain, the data file. In
response to a provider information obtaining request from a
user terminal 8, the distribution control device 6 sends pro-
vider information of the requested data file. In the above, the
user terminal 8 sends a list showing data files which the user
terminal 8 has already obtained, and has started a process to
obtain, together with the provider information obtaining
request, to the distribution control device 6, which in turn
adds the signal ID of the user terminal 8 to the provider
information of each data file shown in the list.

The distribution device 7 holds one or more distribution
object data files, and distributes the data file in units of a file
piece to each user terminal 8. Note that a file piece is data
obtained by dividing one data file into a predetermined size or
number. Specifically, in response to a file piece obtaining
request from a user terminal 8, the distribution device 7 dis-
tributes the requested file piece.

The user terminal 8 may be any of a variety of information
processing devices, such as, e.g., a personal computer, a con-
sumer game device, a portable game device, a content player,
and so forth. The user terminal 8 is used by a user utilizing the
data distribution system 1 according to this embodiment. In
this embodiment, as shown in FIG. 2, the user terminal 8
comprises a control unit 11, a storage unit 12, a communica-
tion unit 13, an operating unit 14, and a display unit 15.

The control unit 11 is a CPU or the like, and carries out a
variety of information processes according to a program
stored in the storage unit 12. The storage unit 12 is e.g., a
memory element, such as a RAM, a ROM, and so forth, and
a hard disk or the like, and stores a program to be carried out
by the control unit 11 and/or a data file which the user termi-
nal 8 in question has already obtained. The storage unit 12
also functions as a working memory of the control unit 11.
The communication unit 13 is a network interface, such as a
LAN card or the like, and sends information output from the
control unit 11 to another device via a communication net-
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work. Also, the communication unit 13 receives information
arrived via a network, and outputs to the control unit 11.

The operating unit 14 may be, e.g., a keyboard, a mouse, a
touch panel, or the like, and upon receipt of an instruction
operation carried out by a user, outputs the content of the
instruction operation to the control unit 11. The display unit
15 may be a liquid crystal display panel, a home-use televi-
sion set receiver, and so forth, and displays various informa-
tion items on a screen according to an instruction from the
control unit 11 to thereby present the information to a user.

Here, an example of file piece exchanging to be carried out
when each user terminal 8 attempts to obtain one distribution
object data file will be outlined, referring to FIG. 3. Note that
a data file to be obtained by a user terminal 8 is hereinafter
referred to as a target file F, and file pieces obtained by diving
the target file F into n number of pieces are respectively
denoted as file pieces P1, P2, . . . Pn. In the following, assume
as a specific example a case in which the user terminals 8a and
85 attempt to obtain the same target file F comprising six file
pieces, namely, file pieces P1 to P6.

In the example shown in FIG. 3, the user terminal 8a has
already obtained the file pieces P2, P3, and P4 from another
user terminal 8, and the user terminal 85 has already obtained
file pieces P1, P3, and P5 from still another user terminal 8.
Suppose here that the user terminal 8a connects to the user
terminal 85 in order to obtain a file piece yet to be obtained.
Thereupon, in response to a request from the user terminal 8a,
the user terminal 85 sends the file pieces P1 and P5, which the
user terminal 85 holds but the user terminal 8a does not, to the
user terminal 8a, so that the user terminal 8a can obtain the
two file pieces from the user terminal 85. In the above, more-
over, the user terminal 8a sends the file pieces P2 and P4,
which the user terminal 8a holds but the user terminal 85 does
not, to the user terminal 85.

Even with the file pieces P1 and P5 obtained from the user
terminal 85, the user terminal 8a still does not have the file
piece P6. Therefore, the user terminal 8a sends a request for
obtaining the file piece P6 to the distribution device 7, and in
response to the request, the distribution device 7 distributes
the file piece P6 to the user terminal 8a. Through this distri-
bution, the user terminal 8a can finally obtain all file pieces
constituting the target file F from another user terminals 8 or
the distribution device 7.

Note that each user terminal 8 can eventually obtain all file
pieces from the distribution device 7 by sending a file piece
obtaining request thereto as the distribution device 7 holds all
file pieces. However, each user terminal 8 first attempts to
obtain a file piece from another user terminal 8 which has
already obtained, or has started a process to obtain, the target
file F in question, and moreover, provides a file piece which
the user terminal 8 has already obtained to the other user
terminal 8. With the above, in the data distribution system 1
according to this embodiment, increase of network load as a
result of concentration of access to the distribution device 7
can be avoided.

In the following, a specific example of a function to be
realized by the user terminal 8 in this embodiment will be
described. As shown in FIG. 4, the user terminal 8 function-
ally comprises a target file selection unit 21, a provider infor-
mation obtaining unit 22, a file piece obtaining unit 23, and a
target file obtaining unit 24. These functions can be realized
by the control unit 11 by carrying out a program stored in the
storage unit 12. This program may be provided stored in a
variety of computer readable information storage media, such
as, e.g., a CD-ROM, a DVD-ROM, and so forth, or provided
via a communication network, such as the Internet.
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Initially, the target file selection unit 21 selects a target file
F to obtain from among the plurality of data files held in the
distribution device 7. For example, the target file selection
unit 21 obtains from the content managing device 2 a list of
contents to be distributed by the data distribution system 1,
and displays the respective contents included in the list on the
display unit 15 to thereby present the contents to a user. Then,
a data file corresponding to the content selected by a user by
operating the operating unit 14 from among the presented
contents is selected as a target file F.

Also, inorderto select a target file F, the target file selection
unit 21 may send list information (hereinafter referred to as a
holding file list L) showing data files which the user terminal
8 in question has already obtained among those to be distrib-
uted by one or more distribution devices 7 and user attribute
information such as about the taste of a user, which is input
beforehand by the user, to the content managing device 2. The
holding file list L. may be stored in the user terminal 8 as, e.g.,
a part of download history information. Then, the content
managing device 2 produces a list (a recommended content
list) of content highly related to a data file included in the
received holding file list L and content reflecting the taste of
a user, based on the received information, and sends the
recommended content list to the user terminal 8. Thereafter,
the target file selection unit 21 presents the content included
in the recommended content list to a user, and then selects as
atarget file F a data file corresponding to the content selected
by the user among the contents presented.

Alternatively, the target file selection unit 21 may auto-
matically select a target file F. As a specific example, in the
case where the content managing device 2 produces a recom-
mended content list, based on the information sent from the
user terminal 8, as described above, the target file selection
unit 21 may obtain the recommended content list and select a
data file corresponding to each of the contents included in the
recommended content list as a target file F without receiving
a selection instruction operation by a user.

Note that the above described recommended content list
may be produced not by the content managing device 2 but on
theuser terminal 8 side. That is, the target file selection unit 21
obtains a content list from the content managing device 2,
then extracts recommended content from the contents
included in the content list, based on the user attribute infor-
mation, the holding file list L, and the like, held by the user
terminal 8 in question, to thereby produce a recommended
content list. Then, the target file selection unit 21 may encour-
age a user to select content to obtain from among those
included in the produced recommended content list or select
as a target file F a data file corresponding to each content
included in the recommended content list.

The provider information obtaining unit 22 obtains from
the distribution control device 6 provider information indi-
cating a device which may possibly hold a file piece consti-
tuting the target file F selected by the target file selection unit
21. Specifically, after a user terminal 8 logs in the terminal
managing device 4 so that the signal ID thereof remains
registered, the provider information obtaining unit 22 obtains
file information of a target file F from the file information
managing device 5, then connects to the distribution control
device 6, based on the information included in the obtained
file information and specifying a point to which the distribu-
tion control device 6 is connected, and obtains provider infor-
mation of the target file F from the distribution control device
6.

The file piece obtaining unit 23 sequentially connects to a
plurality of provider devices indicated by the provider infor-
mation obtained by the provider information obtaining unit
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22 to obtain the respective file pieces constituting the target
file F. Here, each of the plurality of provider devices is either
auser terminal 8, among those other than that user terminal 8,
which has already obtained, or started a process to obtain, the
same target file F or the distribution device 7 that is the
primary distributor of the target file F.

Note that as described above, the file piece obtaining unit
23 attempts to obtain a file piece from another user terminal 8
prior to the distribution device 7, and sends to the distribution
device 7 a request for obtaining a file piece which cannot be
obtained from any user terminal 8 only when all file pieces
cannot be obtained from a predetermined number of user
terminals 8 indicated by the provider information. Note that,
as will be described later, an obtaining request for a predeter-
mined file piece designated by the file information obtained
by the provider information obtaining unit 22 may always be
sent to the distribution device 7.

Every time when a file piece is obtained, the file piece
obtaining unit 23 may calculate a hash value of the file piece,
and compare for verification with the hash value of the file
piece included in the file information obtained from the file
information managing device 5. This makes it possible to
verify the legitimacy of the content of a file piece obtained
from another user terminal 8.

As shown in the example shown in FIG. 3, the file piece
obtaining unit 23 distributes a file piece which the user ter-
minal 8 has already obtained from another user terminal 8 or
the distribution device 7 to a still another user terminal 8 in
response to a request therefrom. With the above, file piece
exchanging among a plurality of user terminals 8 can be
realized.

The target file obtaining unit 24 assembles the plurality of
file pieces obtained by the file piece obtaining unit 23,
whereby the user terminal 8 can obtain the target file F
selected by the target file selection unit 21.

One of'the characteristics of this embodiment is that, when
the file piece obtaining unit 23 attempts to obtain a file piece
from, or distributes a file piece to, another user terminal 8, a
list (that is, a holding file list L) of data files which the other
user terminal 8 has already obtained is obtained from the
other user terminal 8, in addition to the file piece being
exchanged. For example, every time of obtaining a new target
file F, each user terminal 8 adds information specifying the
obtained target file F to a holding file list L., and when
exchanging a file piece (that is, obtaining and/or distributing
a file piece) sends the holding file list L to another user
terminal 8 with which the file piece is exchanged.

Information about a data file included in the holding file list
L obtained from another user terminal 8 is used when the user
terminal 8 having obtained the holding file list L selects a data
file to be newly obtained. As described above, as a file piece
is exchanged among user terminals 8 which attempt to obtain
the same target file F, a data file included in the holding file list
L is considered as corresponding to content in which a user
wishing to obtain the same target file F is interested. There-
fore, using such information in selection of a data file to be
newly obtained, the user terminal 8 can determine as a file to
be newly obtained a data file which is highly related to the
target file F already obtained.

As a specific example, the target file selection unit 21
produces a recommended file list, based on a plurality of
holding file lists [. obtained from a plurality of other user
terminals 8 when the file piece obtaining unit 23 obtains a file
piece. Then, information about content corresponding to a
data file included in the recommended file list is obtained
from the content managing device 2 and presented to a user as
a recommended content list. Then, a data file corresponding

10

15

20

25

30

35

40

45

50

55

60

65

8

to the content selected by the user among those shown in the
list is selected as a target file F to be newly obtained. Alter-
natively, the target file selection unit 21 may automatically
select a target file F to be newly obtained from among the data
files included in the produced recommended file list. That is,
e.g., after production of a recommended file list, the target file
selection unit 21 may select a target file F to be newly
obtained according to a condition to be described later with-
out receiving an instruction operation by a user via the oper-
ating unit 14.

In the above, as a method for producing a recommended
file list, there is available a method for simply listing the data
file included in the obtained holding file list L.. However, the
method is not limited to the one described above. Instead, the
target file selection unit 21 may narrow down the data files to
be included in the recommended file list, based on various
criteria. Specifically, e.g., the target file selection unit 21 may
include in a recommended file list a data file which is com-
monly included in more than a predetermined number of file
lists L or in file lists L. corresponding to more than a prede-
termined percentage of the plurality of holding file lists L
obtained from different user terminals 8.

Here, assume that a holding file list L. to be exchanged with
another user terminal 8 may include relevant information
describing how a user terminal 8 holding a data file included
in the holding file list L. has obtained or utilizes the data file.
The target file selection unit 21 may select a data file to be
included in the recommended file list, based on the relevant
information. Information, among such relevant information,
which describes how the user terminal 8 has obtained a data
file may include information describing, e.g., whether the
user terminal 8 has selected the data file as a data file to be
obtained, based on selection by a user or irrespective of an
instruction by a user (that is, selected based solely on a rec-
ommended content list produced by the content managing
device 2 or the like). Also, information describing how a user
terminal 8 utilizes a data file may include the number of times
the data file has been executed or reproduced. Parameter
information indicating data file evaluation by a user, such as
whether or not the data file is included in favorites of a user,
may be included. For example, the target file selection unit 21
carries out weighting process on each data file included in the
obtained holding file lists L, depending on the above
described relevant information, to calculate a weighting addi-
tion for each data file to thereby obtain a rating value of each
data file, and selects as a data file to be included in the
recommended file list a data file with the calculated rating
value equal to or larger than a predetermined value. With the
above, it is possible to include in a recommended file list with
priority e.g., a data file corresponding to content explicitly
selected to be obtained by users or repetitively reproduced by
users.

In addition, the target file selection unit 21 may carry out
filtering on a data file included in the obtained holding file list
L, based on a predetermined condition, to produce a recom-
mended file list. For example, the target file selection unit 21
excludes a data file already obtained by the user terminal 8
from data files to be included in the recommended file list,
based on its own holding file list L. In addition, a data file
which is assumed, based on the user attribute information
registered beforehand by a user, to not be of interest to the user
may be excluded from data files to be included in the recom-
mended file list.

Further, each user terminal 8 may transfer not only a hold-
ing file list [ indicating a data file which the user terminal 8
has obtained but also a holding file list L obtained from
another user terminal 8 to a still another user terminal 8. That
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is, each user terminal 8 may obtain from another user terminal
8 to which the user terminal 8 connects to obtain or distribute
a file piece not only a holding file list L. indicating a data file
which the other user terminal 8 has obtained but also a hold-
ing file list L. which the other user terminal 8 has obtained
from still another user terminal 8. In this case, similarly to the
above describe example, each user terminal 8 can selecta data
file to be newly obtained, referring to a plurality of holding
file lists L obtained from the other user terminals 8.

Note that in this case unlimited transferring of a holding file
list L to another user terminal 8 would result in not only
increase of network traffic but also inclusion of a data file with
low relevance in a recommended file list. In view of'the above,
each user terminal 8 may send a holding file list L obtained
from another user terminal 8 and held by itselfto still another
user terminal 8 only when a predetermined condition is sat-
isfied. A predetermined condition in this case may include,
e.g., a condition that the holding file list L. has been trans-
ferred at only fewer than a predetermined maximum transfer
number of times. In this example, each user terminal 8 having
obtained a holding file list L from another user terminal 8 adds
one to the transfer number of times recorded and correlated to
the obtained holding file list I before transferring the
obtained holding file list L. to still another user terminal 8, and
does not transfer a holding file list L. with the transfer number
of times thereof equal to the predetermined maximum trans-
fer number of times to still another user terminal 8. With the
above, unlimited transferring of a holding file list L. can be
prevented.

Further, the user terminal 8 may hold history information
about other user terminals 8 to which the user terminal 8 has
ever connected to exchange a file piece, and may restrict
exchange of a holding file list L with the other user terminals
8, based on the history information. For example, the user
terminal 8 may not send a holding file list L. to a user terminal
8 with which the user terminal 8 has ever exchanged a file
piece within a predetermined past period of time. Also, the
user terminal 8 may not obtain a holding file list L which the
user terminal 8 already holds among the holding file lists L
held by another user terminal 8 to which the user terminal 8
has connected to exchange a file piece, from the other user
terminal 8. Note that in this case the holding file list L includes
information (e.g., a signal ID) which identifies a user terminal
8 (that is, a user terminal 8 which produces and initially
distributes the holding file list L) having obtained a data file
included in the holding file list L.. Referring to the informa-
tion, each user terminal 8 can exclude a holding file list L
which the user terminal 8 has already obtained from file lists
to be obtained from another user terminal 8.

Further, in order to prevent unlimited increase of holding
file lists L held, each user terminal 8 may delete a holding file
list L. which satisfies a predetermined condition. The prede-
termined condition may include, e.g., a condition that a pre-
determined period of time has passed after obtaining the
holding file list L. Furthermore, with more than a predeter-
mined number of holding file lists L. having been obtained, the
user terminal 8 may delete the holding file list L held, begin-
ning with one having the oldest obtaining date and time.

FIG. 5 is a diagram explaining one example of such trans-
ferring of a holding file list L. Note that holding file lists L.
showing data files obtained by the respective user terminals
8a to 8¢ and originally held by the user terminals 8a to 8¢ are
denoted as holding file lists La to Le, respectively. In the
example shown in FIG. 5, the user terminal 8a connects to the
user terminals 85 and 8¢ to exchange a file piece, then sends
the holding file list La held by itself to the user terminals 85
and 8¢, and in turn obtains the holding file lists Lb and Lc
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from the user terminals 85 and 8c¢. Thereafter, the user termi-
nal 85 sequentially connects to the user terminals 84 and 8c to
exchange a file piece. In this case, the user terminal 85 sends
the holding file lists La and Lb held by itself to the user
terminal 84, and obtains the holding file list Ld from the user
terminal 84. Further, the user terminal 86 sends the holding
file lists Lb and Ld to the user terminal 8¢ and obtains the
holding file list Lc from the user terminal 8¢. In the above, the
holding file list La of the user terminal 8a, which both of the
user terminals 85 and 8¢ already hold, is not transferred.

Further, suppose that the user terminal 84 connects to the
user terminal 8¢ to exchange a file piece and that the maxi-
mum transfer number of times for the holding file list L is set
to twice. In this case, the user terminal 84 does not transfer the
holding file list La again as the holding file list La has already
been transferred twice, namely, from the user terminal 8a to
the user terminal 85 and from the user terminal 85 to the user
terminal 8d. The user terminal 84 sends only the holding file
lists Lb and [.d to the user terminal 8¢, and obtains the holding
file list Le from the user terminal 8e.

Note that although it is described in the above that each user
terminal 8 sends a holding file list L. to another user terminal
8 and produces a recommended file list for its own use, using
the holding file list L obtained from the other user terminal 8,
this is not an exclusive procedure. Instead, each user terminal
8 may send a recommended file list, when produced, to
another user terminal 8. In this case, each user terminal 8 may
select a data file to be newly obtained, referring to the plural-
ity of recommended file lists obtained. In the above, each user
terminal 8 may send intact the plurality of obtained recom-
mended file lists to another user terminal 8 or may send one
recommended file list produced for use in selection by itself
of a data file to be newly obtained, based on the plurality of
obtained recommended file lists to another user terminal 8.

As described above, according to the data distribution sys-
tem 1 according to this embodiment, using a holding file list
L obtained from another user terminal 8 in exchanging a file
piece to obtain a target file F, each user terminal 8 can select
as a data file to be newly obtained a data file which is esti-
mated as highly relevant or similar to the obtained target file
F. Also, according to the data distribution system 1 according
to this embodiment, as network connection is established
among user terminals 8 attempting to obtain the same target
file F to exchange a file piece, use of such connection in
exchanging a holding file list L makes it possible to exchange
a holding file list I without establishing extra network con-
nection. Accordingly, network traffic and server processing
load can be reduced, compared to a case in which information
about a data file obtained by each user terminal 8 is centrally
managed by the content managing device 2 or the like and a
recommended content list is produced for each user terminal
8, based on the centrally managed information.

In this embodiment, some of the plurality of data files to be
distributed may be a data file subjected to distribution restric-
tion based on a predetermined condition. Another character-
istic of the data distribution system 1 according to this
embodiment is that, in order to realize the above described
distribution restriction of a data file, obtaining of at least one
predetermined restricted piece among a plurality of file pieces
constituting the data file by a user terminal 8 from another
user terminal 8 is restricted, and that the distribution device 7
restricts distribution of the restricted piece to each user ter-
minal 8, based on a predetermined condition. In the above,
however, a file piece, other than a restricted piece, constitut-
ing a data file subjected to distribution restriction is normally
distributed following the above described procedure.
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Which of the plurality of file pieces is to be a restricted
piece is designated by file information which the file infor-
mation managing device 5 sends to user terminals 8. The file
information managing device 5 sends file information held
therein in response to a file information obtaining request
from a user terminal 8 as described above, the file information
including information specifying a restricted piece. The user
terminal 8 obtains file information corresponding to a target
file F to be obtained from the file information managing
device 5, and can specify a restricted piece.

In the case where the target file F selected by the target file
selection unit 21 is a data file subjected to distribution restric-
tion, the file piece obtaining unit 23 excludes the restricted
piece designated by the file information from file pieces to be
obtained when sending a file piece obtaining request to
another user terminal 8 indicated by the provider information
obtained by the provider information obtaining unit 22. Fur-
ther, in the case where a request for obtaining a file piece is
received from another user terminal 8 after obtaining a
restricted piece, the restricted piece is not distributed to the
other user terminal 8. With the above, exchange of a restricted
piece among user terminals 8 is prohibited. Therefore, the
user terminal 8 needs to send a file piece obtaining request to
the distribution device 7 when wishing to obtain a restricted
piece, similar to a file piece which the user terminal 8 cannot
obtain from any other user terminals 8.

FIG. 6 is a diagram explaining an example of file piece
exchanging by the file piece obtaining unit 23 in the case
where distribution restriction is imposed on a data file as
described above. Similar to the case described referring to
FIG. 3, the user terminals 8a and 85 attempt to obtain the
same target file F comprising six file pieces; the user terminal
8a has already obtained the file pieces P2, P3, and P4 from
another user terminal 8; and the user terminal 85 has already
obtained file piece P1, P3, and P5 from another user terminal
8. Different from the case shown in FIG. 3, in the example
shown in FIG. 6, the target file F is subjected to distribution
restriction and the file piece P1 is designated as a restricted
piece. In this case, the user terminal 8a, having connected to
the user terminal 85 and sending a file piece obtaining
request, does not obtain the file piece P1, which is a restricted
piece, but obtains only the file piece P5. Therefore, in order to
obtain the file pieces P1 and P6, yet to be obtained, the user
terminal 8a sends a file piece obtaining request to the distri-
bution device 7.

Upon receipt of the above-described file piece obtaining
request, the distribution device 7 determines whether or not
distribution of the requested restricted piece to the user ter-
minal 8 having sent the request is permitted, based on a
predetermined condition. In the following, a case in which a
disclosure date and time specifying a date and time on and at
which to disclose a restricted data file is set in the data file will
be described as a specific example. In this case, the distribu-
tion device 7 stores information indicating a predetermined
disclosure date and time so as to be correlated to the data file,
and upon receipt of a file piece obtaining request, compares
the present date and time measured on a built-in clock with
the predetermined disclosure date and time. When the time of
receipt of the request is after the disclosure date and time, the
restricted piece is distributed. Meanwhile, when the time of
receipt of the request is before the disclosure date and time,
distribution of the restricted piece is restricted. Note that a file
piece other than a restricted piece may be distributed even
though the request is received before the disclosure date and
time. With the above, the user terminal 8 can obtain a file
piece other than a restricted piece from another user terminal
8 or the distribution device 7 even before the predetermined
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disclosure date and time, but not a restricted piece from any-
where until the predetermined disclosure date and time.

Note that a condition to be referred to by the distribution
device 7 when determining whether or not to distribute a
restricted piece is not limited to arrival of a disclosure date
and time, but various determination criteria may be
employed. For example, the user terminal 8 may send a ses-
sion ID assigned by the authentication device 3 when being
authenticated by the authentication device 3, together with a
file piece obtaining request to the distribution device 7, and
the distribution device 7 may inquire of the authentication
device 3, using the session ID, to determine whether or not
distribution of the required restricted piece is permitted. In
this case, the distribution device 7 may determine whether or
not a user using the user terminal 8 having sent the session ID
is a predetermined entitled user or inquire of the authentica-
tion device 3 whether or not the user pays for using content.

Note that for a distribution restricted data file in a data
format which does not allow a user to use the data file unless
the data file is complete, any file piece may be determined as
a restricted piece. However, for a data file in a data format
which permits execution of partial content of the data file in
the user terminal 8 when some data file which includes data
file control information is available in the user terminal 8, it is
desirable to set a file piece including the control information
as a restricted piece. With the above, it is possible to prevent
a situation in which a user having obtained a file piece other
than the restricted piece views or listens to a part of the
content.

Also, whether or not a user terminal 8 satisfies a condition
for obtaining a restricted piece may be determined also by the
user terminal 8 itself, rather than only by the distribution
device 7. In this case, file information to be sent by the
information managing device 5 to the user terminal 8 includes
not only information designating a restricted piece but also
information describing a condition for obtaining the
restricted piece. The user terminal 8 determines whether or
not the condition included in the file information is satisfied
(e.g., whether or not a disclosure date and time has arrived),
and upon determination that the condition is satisfied, sends a
file piece obtaining request to the distribution device 7. With
the above, it is possible to prevent a user terminal 8 that is not
entitled to obtain a restricted piece from sending a file piece
obtaining request to the distribution device 7. In this case as
well, with an arrangement in which the distribution device 7
determines whether or not distribution of the requested
restricted piece in response to a file piece obtaining request is
permitted, it is possible to avoid distribution of a restricted
piece in response to an inappropriate file piece obtaining
request. Note that in the case where the user terminal 8 does
not determine by itself whether or not the user terminal 8
satisfies a condition for obtaining a restricted piece, the user
terminal 8 may repetitively send a file piece obtaining request
to the distribution device 7, e.g., every predetermined period
of time so that the distribution device 7 determines, every
receipt of the file piece obtaining request, whether or not the
condition for distributing a restricted piece is satisfied. With
the above, the user terminal 8 can obtain a restricted piece
after the distribution condition is satisfied.

According to the above described method, when it is
desired to impose distribution restriction on specific content,
the data distribution system 1 restricts exchange of some
restricted piece among user terminals 8 and determines
whether or not distribution of the restricted piece is permitted
by the distribution device 7, whereby distribution of the con-
tent to each user terminal 8 can be restricted according to a
desired condition. That is, even after exchange of a data piece
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constituting a data file subjected to distribution restriction has
already started among user terminals 8 carrying out peer-to-
peer type data exchange, the data file distribution can be
restricted. Further, as distribution of only some restricted
piece, rather than a complete data file corresponding to the
content, is restricted, concentration of network traffic to the
distribution device 7 can be avoided even though distribution
by the distribution device 7 to the respective user terminals 8
is restricted. With the above, it is possible to register content
or the like having a disclosure date and time set thereto before
the disclosure date and time so that the file pieces other than
the restricted piece are available for distribution. In this case,
the respective user terminals 8 can obtain the file pieces other
than the restricted piece before the disclosure date and time, it
is possible to avoid increase of network load due to user
terminals 8 attempting with a rush to obtain the complete data
file from the distribution device 7 on and after the disclosure
date and time.

In the following, one example of a flow of a process to be
carried out by the data distribution system 1 according to this
embodiment will be described with reference to the flowchart
shown in FIGS. 7 and 8. Note that a flow of a process to be
carried out when the user terminal 8a selects and obtains a
target file F comprising six file pieces will be described here.
The target file F is subjected to distribution restriction in units
of a user, and the file piece P1 is designated as a restricted
piece.

Initially, the user terminal 8a sends to the authentication
device 3 authentication information about a user using the
user terminal 8a, to thereby request authentication of the user
(S1). The authentication device 3 checks the received authen-
tication information to determine whether or not to authenti-
cate the user and returns the result to the user terminal 8a (S2).
Specifically, for successful authentication, the authentication
device 3 issues a session ID to identify the user having
requested authentication, and sends the session ID included in
the authentication result made at S2.

Upon receipt of the result of successful authentication
made at S2, the user terminal 8a subsequently sends informa-
tion specifying a user using the user terminal 8« to the content
managing device 2 to thereby request log-in (S3). Thereupon,
the content managing device 2 determines whether or not to
permit log-in by the user specified by the received informa-
tion, and sends the result of determination to the user terminal
8a (S4). With successful log-in, the user terminal 8« sends a
request for obtaining a content list to the content managing
device 2 (S5), and the content managing device 2 returns a
content list held (S6). The user terminal 8a presents the con-
tent included in the content list sent from the content manag-
ing device 2 to the user, and selects as a target file F a data file
corresponding to the content selected by the user (S7).

Thereafter, the user terminal 8a sends a log-in request
including its own signal ID to the terminal managing device 4
(S8). Upon receipt of the log-in request at S8, the terminal
managing device 4 records the signal ID of the sender user
terminal 8a and information specifying a point to which the
sender user terminal 8a is connected so as to be correlated to
each other, and returns a response telling that log-in process is
normally completed (S9). Thereafter, the user terminal 8a
connects to another user terminal 8 via a network, utilizing
address resolution by the terminal managing device 4, upon
which data exchange with another user terminal 8 becomes
possible.

Subsequently, the user terminal 8a sends a file information
obtaining request to the file information managing device 5
which holds file information of the target file F selected at S7
(S10). Note that supposing that the user terminal 8a obtains,
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as a part of information concerning the content sent from the
content managing device 2 at S6, information (URL or the
like) specifying a point to which the file information manag-
ing device 5 holding the file information is connected, the user
terminal 8a accesses the connection point specified by the
information to thereby send a file information obtaining
request to the file information managing device 5. The file
information managing device 5, having received the file infor-
mation obtaining request, sends file information of the target
file F designated by the request to the user terminal 8a (S11).

The file information sent to the user terminal 8a at S11
includes information specifying a point to which the distri-
bution control device 6 for controlling distribution of the
target file F is connected. Having obtained the file information
about the target file F, the user terminal 8a accesses the
connection point of the distribution control device 6, the
connection point being specified by the information, to send
to the distribution control device 6 a request for obtaining
information indicating a device which provides the target file
F (provider information) (S12). In the above, the user termi-
nal 8a sends to the distribution control device 6 alist of a data
file which the user terminal 8« has already obtained or already
started a process to obtain. In response to the request, the
distribution control device 6 sends the provider information
of'the target file F (S13), and also adds the signal ID of the user
terminal 8a to the provider information of each data file
included in the list sent at S12.

The user terminal 8a having obtained the provider infor-
mation at S13 sequentially connects to the provider devices
(otheruser terminals 8 and the distribution device 7) indicated
by the provider information to obtain a file piece constituting
the target file F. It is determined here as an example that the
provider information includes the signal ID of the user termi-
nal 856 and the URL of the distribution device 7. In this case,
the user terminal 8a initially establishes a session with the
user terminal 85 and attempts to obtain a file piece.

Specifically, initially, the user terminal 8a sends to the
terminal managing device 4 an address resolution request
designating the signal ID of the user terminal 856 included in
the provider information obtained at S13 (S14), and obtains
information specifying a connection point of the user termi-
nal 85 from the terminal managing device 4 (S15). The user
terminal 8a then connects to the connection point specified by
the information obtained and sends a file piece obtaining
request to the user terminal 85 (S16). In response to the file
piece obtaining request, the user terminal 85 sends a file piece
held by itself, of the target file F (S17). In the above, the user
terminal 86 does not send the file piece P1, which is a
restricted piece, to the user terminal 8a even though the user
terminal 85 does hold the file piece P1. Further, in the process
at S17, the user terminal 86 additionally sends to the user
terminal 8a a holding file list [. showing data files which the
user terminal 85 has ever obtained. Further, the user terminal
8a sends a holding file list L held by itself to the user terminal
86 (S18). Note that in the above the user terminal 8a does not
have a file piece to send to the user terminal 85 as the user
terminal 8a has obtained no file piece constituting the target
file F until connection to the user terminal 85 is established.

Thereafter, in order to obtain the file piece P1, which is a
restricted piece, and any other file piece which the user ter-
minal 85 does not hold, the user terminal 8a accesses the URL
included in the provider information obtained at S13, and
sends a file piece obtaining request to the distribution device
7 (S19). In the above, the user terminal 8a additionally sends
the session ID sent from the authentication device 3 at S2 to
the distribution device 7. As a specific example, for commu-
nication with the distribution device 7 according to HTTP
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protocol, the user terminal 8a sends an HTTP request includ-
ing the session ID as cookie information to the distribution
device 7.

Having received the file piece obtaining request, the distri-
bution device 7 sends the session ID included in the request to
the authentication device 3 to thereby inquire about the
requesting user (S20). Accordingly, the authentication device
3 determines whether or not a user of the user terminal 8a
related to the received session ID has the right to obtain the
target file F (S21), and sends a determination result to the
distribution device 7 (S22). The flowchart shows a process to
be carried out when the authentication device 3 determines
that the user has the right to obtain the target file F. In this case,
the distribution device 7 determines that distribution of a
restricted piece to the user terminal 8a is permitted, and sends
the requested file piece to the user terminal 8a (S23). Mean-
while, when the authentication device 3 determined that the
user of the user terminal 8a does not have the right to obtain
the target file F, the distribution device 7 prevents distribution
of'the restricted piece to the user terminal 8a, and distributes
only another file piece which the user terminal 8a does not
hold to the user terminal 8a.

Subsequently, the user terminal 8a assembles the file
pieces obtained at S17 and S23 to thereby obtain the target file
F (S24). Further, the user terminal 8a selects a target file F to
be newly obtained, based on the list of data files which the
user terminal 85 holds obtained at S17 (S25). Thereafter, the
above described process at S10 and thereafter is repeated to
obtain a new target file F. With the above, the user terminal 8
can obtain the target file F initially selected by the user and a
data file related to the target file F.

Note that an embodiment of the present invention is not
limited to the above described embodiment. For example, a
part or all of the process described in the above as being
carried out by the content managing device 2, authentication
device 3, terminal managing device 4, file information man-
aging device 5, distribution control device 6, and distribution
device 7 may be carried out by a single server computer. Also,
the user terminal 8, when serving as a primary distributor of a
data file, may additionally provide the function of the distri-
bution device 7 in connection with the data file.

A data file to be distributed by the data distribution system
1 may not always correspond to content such as a motion
picture, sound, and the like. Also, when distribution restric-
tion of data file is desired to be imposed, based solely on, e.g.,
a disclosure date and time, user authentication by the authen-
tication device 3 may not be applied.

What is claimed is:

1. A data distribution system comprising

a distribution device comprising at least one non-transi-

tory, computer readable recording medium for holding a
computer data file which is a distribution object, the
computer data file being divisible into a plurality of file
pieces, and at least one but less than all of the file pieces
being a restricted piece, where the at least one restricted
piece is restricted in terms of where the at least one
restricted piece may be obtained on the network, and the
computer data file is unusable without the at least one
restricted piece, and

a plurality of user terminals, wherein each of the user

terminals comprises at least one computer processor and
at least one non-transitory, computer readable recording
medium for implementing: (i) a file piece obtaining unit
configured to obtain any of the plurality of file pieces
from the distribution device, and any of the plurality of
file pieces, except the at least one restricted piece, from
any of the other user terminals over the network; and (ii)
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a file obtaining unit configured to assemble the plurality
of file pieces obtained to thereby obtain the computer
data file,

wherein the distribution device restricts distribution of the

at least one restricted piece to each of the user terminals,
based on a predetermined condition such that the at least
one restricted piece may only be obtained by the user
terminals from the distribution device over the network.

2. The data distribution system according to claim 1,
wherein the distribution device restricts, as the predetermined
condition, distribution of the at least one restricted piece
before arrival of a predetermined disclosure date and time.

3. The data distribution system according to claim 1, fur-
ther comprising: a file information managing device for send-
ing file information about the computer data file in response to
a request from each of the user terminals, wherein the file
information includes information specifying the at least one
restricted piece.

4. The data distribution system according to claim 3,
wherein

the file information further includes information about the

predetermined condition, and
the file piece obtaining unit determines whether or not the
predetermined condition indicated by the file informa-
tion is satisfied, and upon determination that the condi-
tion is satisfied, sends a request for obtaining the at least
one restricted piece to the distribution device.
5. A user terminal connected to a distribution device, com-
prising at least one non-transitory, computer readable record-
ing medium, for holding a computer data file which is a
distribution object and to one or more other user terminals, the
computer data file being divisible into a plurality of file
pieces, and at least one but less than all of the file pieces being
a restricted piece, where the at least one restricted piece is
restricted in terms of where the at least one restricted piece
may be obtained on the network, and the computer data file is
unusable without the at least one restricted piece, the user
terminal comprising:
at least one computer processor and at least one non-tran-
sitory, computer readable recording medium for imple-
menting: (i) a file piece obtaining unit configured to
obtain any of the plurality of file pieces from the distri-
bution device, and any of the plurality of file pieces,
except the at least one restricted piece, from any of the
other user terminals over the network; and (i) a file
obtaining unit configured to assemble the plurality offile
pieces obtained to thereby obtain the computer data file,

wherein the at least one restricted piece for which obtain-
ing from the other user terminals is not permitted is
restricted by the distribution device based on a predeter-
mined condition such that the at least one restricted
piece may only be obtained by the user terminals from
the distribution device over the network.

6. An information processing method to be carried out
using a user terminal connected to a distribution device, com-
prising at least one non-transitory, computer readable record-
ing medium, for holding a computer data file which is a
distribution object, and to one or more other user terminals,
the computer data file being divisible into a plurality of file
pieces, and at least one but less than all of the file pieces being
a restricted piece, where the at least one restricted piece is
restricted in terms of where the at least one restricted piece
may be obtained on the network, and the computer data file is
unusable without the at least one restricted piece, the method
comprising:

obtaining any of the plurality of file pieces from the distri-

bution device, and any of the plurality of file pieces,
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except the at least one restricted, piece from any of the
other user terminals over the network; and

assembling the plurality of file pieces obtained to thereby

obtain the computer data file,

wherein the at least one restricted piece for which obtain-

ing from the other user terminals is not permitted is
restricted by the distribution device based on a predeter-
mined condition such that the at least one restricted
piece may only be obtained by the user terminals from
the distribution device over the network.

7. A non-transitory, computer readable information storage
medium storing a program for controlling a user terminal
connected to a distribution device, comprising at least one
non-transitory, computer readable recording medium, for
holding a computer data file which is a distribution object and
to one or more other user terminals, the computer data file
being divisible into a plurality of file pieces, and at least one
but less than all of the file pieces being a restricted piece,
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where the at least one restricted piece is restricted in terms of
where the at least one restricted piece may be obtained on the
network, and the computer data file is unusable without the at
least one restricted piece, the program causing the user ter-
minal to carry out actions, comprising:
obtaining any of the plurality of file pieces from the distri-
bution device, and any of the plurality of file pieces,
except the at least one restricted piece, from any of the
other user terminals over the network; and
assembling the plurality of file pieces obtained to thereby
obtain the computer data file,
wherein the at least one restricted piece for which obtain-
ing from the other user terminals is not permitted is
restricted by the distribution device based on a predeter-
mined condition such that the at least one restricted
piece may only be obtained by the user terminals from
the distribution device over the network.

#* #* #* #* #*



